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TO THE MAYOR, CHAIR OF THE COMMITTEE ON PUBLIC
SAFETY, CITY COUNCIL, CITY CLERK, CITY TREASURER,
AND RESIDENTS OF THE CITY OF CHICAGO:

The Office of Inspector General's (OIG) Public Safety Section has issued a review of the
Chicago Police Department’s (CPD or the Department) so-called “gang database.”
Rather than a unified standalone system, as publicly perceived, the Department has,
over time, built a patchwork of data systems, visualization tools, and computer
applications where gang information has been entered, stored, and accessed. OIC's
review found that: 1) CPD lacks sufficient controls for generating, maintaining, and
sharing gang-related data; 2) CPD's gang information practices lack procedural
fairness protections; 3) CPD’'s gang designations raise significant data quality
concerns; and 4) CPD’'s practices and lack of transparency regarding its gang
designations strain police-community relations..

Chicago’'s communities, police, and elected officials are engaged in an ongoing
discussion about how CPD collects, maintains, uses, and shares gang-related data.
Public forums, media coverage, litigation, and academic studies have deliberated on
the topic, but a lack of clarity around what is known as CPD’s “gang database”
remained. As soon as the Public Safety section of the Office of the Inspector General
(OIG) became operational in 2017, OIG began fielding concerns from members of the
public about the “gang database.” Those concerns included the accuracy of the
information, the length of time such information is maintained, and the potential life-
altering impact the use of such information can have on individuals, particularly
young Black or African American and Latinx men.!

Consistent with many of the concerns raised to OIG by members of the public, our
review concluded that CPD's current gang information systems present certain risks
that, if left unaddressed, will continue to undermine public trust and confidence in
the police and, because of the broad perception and the lived experience of many,
that the current system causes significant collateral consequences for individuals and
communities.

TOf the 134,242 individuals designated as gang members in Gang Arrest Cards over the past 20 years,
Black or African American and Latinx males comprise 91.3%.
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More specifically, CPD’'s gang information contains incomplete and contradictory
data. OIG's analysis of data from CPD's Gang Arrest Cards found numerous instances
in which individuals are listed with blank or conflicting Identification Record numbers,
birthdates, and other classifications. OIG identified records in which individuals had
birth dates prior to 1901, and other records in which an individual's age was listed as
zero. Over 15,000 individuals designated as gang members by CPD had no specific
gang membership listed and no reason provided for why the individual was listed as a
gang member. Individuals designated as gang members are not notified of their
designation and have no ability to appeal the designation. CPD does not regularly
review, correct, or purge inaccurate gang information; those with inaccurate
designations have no opportunity to clear their name and mitigate the impact of
incorrect or outdated gang designations. Ultimately, CPD’'s gang designations are
permanent and inescapable. Once designated, an individual is listed as a gang
member in CPD’s systems forever.

Additionally, some entries in the “gang database” raise serious concerns about how
CPD officers perceive and treat the people with whom they interact. OIG found that
CPD officers entered occupations for individuals on gang arrest cards that included
“‘SCUM BAG,” “BUM," “CRIMINAL," “BLACK," “DORK," “LOOSER [sic],” and “TURD." Such
entries demonstrate CPD’s lack of controls around its data entry practices and how
such information systems can be employed to demean and dehumanize members of
the pubilic.

CPD shares its “gang database” information with over 500 external agencies,
including immigration and criminal justice agencies. CPD lacks sufficient control and
oversight of external agencies’ access and use of this information. This unchecked
and widespread use—more than one million gang-related queries by external
agencies in the past ten years—may contribute to a variety of negative consequences
for individuals and communities.

Furthermore, CPD's practices and lack of transparency regarding its gang
designations have strained police-community relations. Community members
reported personal accounts to OIG in which their experiences of CPD's “gang
database”-related strategies—including misidentification, harassment, obstacles to
immigration, and racial profiling—furthered the historical divide between themselves
and the police and contributed to inequities, especially in communities of color.?
Community members expressed concerns that the “gang database” serves as a
mechanism for “criminalizing people in certain neighborhoods.” Personal accounts of
these experiences can be viewed on OIC’s website at www.igchicago.org.

2 Thirteen of the City's 77 community areas account for over 50% of Gang Arrest Cards produced. All 13 of
these community areas are on the South and West Sides of Chicago. Austin, North Lawndale, Humboldt
Park, and South Lawndale collectively account for approximately 24% of all Gang Arrest Cards produced.
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To address these concerns, OIG provided 30 recommendations to encourage CPD to
evaluate the utility of tracking gang designations for the Department’s violence
reduction efforts and to immediately address the risks associated with collecting,
maintaining, and sharing unverified and potentially damaging information. Key
recommendations for CPD include:

evaluating — in partnership with stakeholders — whether collecting,
maintaining, sharing, and using gang information best serves violence
reduction efforts in the City;

requiring evidentiary support for the assignment of gang designations;
codifying processes for reviewing gang designations;

notifying individuals that they have been designated as a gang member;
establishing processes for contesting or appealing one’s gang designation;
regularly reviewing gang designations to identify inaccurate or outdated
designations;

developing a means to purge inaccurate or outdated information;
establishing formal agreements with external agencies and regularly audit
their use of CPD's gang information; and

providing regular public reports on CPD's collection, storage, use, and sharing
of gang-related data.

In its response to this report, CPD agreed with OIC's findings, largely concurred with
many of OIC's recommendations, and partially concurred or disagreed with others.
CPD acknowledged that its gang information policies, practices, and technology had
impeded the Department'’s ability to maintain updated and relevant information. In
its response, the Department proposed the development of a new system to collect
and store gang information, the Criminal Enterprise Database (CED). As proposed by
the Department, the CED will be a single, unified system that ensures the inclusion of
updated and vetted information, purging of outdated gang information, and a
process for members of the public to ascertain and appeal their designation as a
gang member or affiliate. CPD also indicated that the new system will incorporate
regulations on sharing gang information with third parties.

While the Department has signaled intentions to reform its gang-related technology
and information practices, CPD'’s response and proposed measures diverge from
OIC’s recommendations in several critical ways. First, CPD states that it has already
conducted an internal evaluation, affirmed the utility of collecting gang information,
and drafted policies for a new system. By doing so, CPD has missed an opportunity to
collaborate and enhance the legitimacy of its reforms. OIG encourages CPD to
partner with community stakeholders and to participate in a community-based
stakeholder committee to reform its gang information practices. A more robust,
proactive approach to community engagement will likely be necessary to overcome
the level of mistrust and alienation that currently shapes the relationship between
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police and communities. CPD's response also deviates from OIG’'s recommendations
with the proposal of an appeals process that involves several substantive barriers and
no additional protections for juveniles.

As the City and the Chicago Police Department embark on a historic period of reform
in the context of a consent decree, court monitor, and new administration, the
recommendations of this report—along with the reforms to which CPD has
committed—present an opportunity to diminish the division between police and the
communities they serve. In Chicago, where unconstitutional policing has
disproportionately impacted communities of color, the need for transparency and
meaningful community input is all the more critical.

Moreover, although the police currently play a role in keeping communities safe
through enforcement strategies, every stakeholder OIG spoke to—including
members of CPD—indicated that stopping violence requires more resources—such
as violence prevention workers; equitable opportunities for education, employment,
and housing; and access to mental healthcare resources. CPD, City Council, and the
Mayor’'s Office must undertake holistic and comprehensive actions to enhance
violence reduction efforts and they must include community voices.

OIG thanks CPD for its cooperation during this evaluation. We also extend our
gratitude to the community members and organizations, local and national law
enforcement officials, academics, auditing agencies, and criminal and civil rights
attorneys who shared their perspectives for this review.

Respectfully,

yvER

Joseph Lipari
Deputy Inspector General for Public Safety
City of Chicago
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REVIEW OF THE CHICAGO POLICE DEPARTMENT'S “GANG DATABASE" APRILTI, 2019

. EXECUTIVE SUMMARY

The Public Safety Section of the City of Chicago's Office of Inspector General (OIG)
concluded a review of the Chicago Police Department’'s gang-related data,
commonly referred to by the public as the “gang database.” OIC's review found that
while the Chicago Police Department (CPD or the “Department”) deploys a host of
strategies, tactics, and technology in relation to gangs, it does not have a unified,
stand-alone “gang database” as publicly perceived. Instead, the Department collects
and stores information on individual and geographic gang involvement through a
multitude of internal databases, forms, visualization tools, and repositories. CPD also
receives gang-related data generated by external agencies. Therefore, any effort to
address public concern over the purpose and practices associated with the
Department'’s collection and use of gang information must begin with an accurate
understanding of the various components and current technological limitations.

To conduct this review, OIGC examined CPD's policies on gangs; observed gang-
related trainings at CPD’s Training Academy; interviewed Department personnel
across ranks and Bureaus regarding gang information; analyzed CPD’s gang-related
data in Arrest Reports; and examined external agencies’ access to CPD's gang-related
data. Further, OIG attended public forums with community members regarding
CPD’s gang designations; reviewed local, federal, and state statutes; reviewed policies
regarding gang designations from other jurisdictions; and spoke with local and
national law enforcement, community-based, research, criminal justice, legal, and
auditing agencies regarding gang designations.

CPD designates both individuals and geographic areas as gang-involved. Individual
gang designations can be based on factors such as being in the presence of others
designated as gang members, pictures of the individual displaying perceived gang
signals on social media, and/or the individual stating to CPD that they are a gang
mempber. Area gang designations can be based on factors such as the number of
individuals designated as gang members living in an area, and/or graffiti in the area.
OIGC found that CPD has captured, reported, and visualized gang-related data in at
least 18 different forms, records, and systems of records in the past 10 years, although
CPD was not able to definitively account for all such information in its possession and
control. According to CPD, it shares gang information with over 500 external
agencies, including education, immigration, and criminal justice agencies. These
designations may contribute to a variety of adverse consequences for individuals and

nou

$ OIG uses the terms “gang designation,” “gang information,” and “gang-related data” instead of “gang
database” because CPD does not have a single, unified database where such information resides. For the
purposes of this report, “gang designation” means the labeling of an individual or area as gang-involved.
“Gang information” or “gang-related data” indicate gang designations documented by CPD in
Department forms and systems — this information can also appear in various Department reports and
visualization tools.
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____________________________________________________________________________________________________

communities in, among others, law enforcement, criminal justice, immigration, and
employment contexts.

OIG focused its analysis on gang designations appearing in CPD Gang Arrest Cards,
which are completed for individuals who an arresting officer believes is a gang
member. OIG did so because these data relate to individuals whose identities are
most reliably verifiable as compared to numerous other CPD records containing gang
information. OIC’s analysis of Gang Arrest Card data found that Black, African
American, and Latinx persons comprise 95% of the 134,242 individuals designated as
gang members during arrest, and are designated at both younger and older ages as
well as issued more Gang Arrest Cards per person than White gang designees. OIC's
analysis further revealed that 11.3% of individuals designated as gang members during
arrest (15,174 people) have no specific gang listed for which they are a member and
1.7% (15,648 people) have never had a reason listed for their gang designations.

OIC’s review found that: 1) CPD lacks sufficient controls for generating, maintaining,
and sharing gang-related data; 2) CPD’s gang information practices lack procedural
fairness protections; 3) CPD’'s gang designations raise significant data quality
concerns; and 4) CPD’s practices and lack of transparency regarding its gang
designations strain police-community relations.

As a result of the insufficient controls, lack of procedural fairness protections, data
quality concerns, and impact on police-community relations, CPD:

° Cannot confirm that all of its gang designations are accurate and up-to-
date;
o Cannot ensure that CPD members designate individuals as gang

members with sufficient, reliable evidence corroborating actual gang
involvement;

° Maintains gang information for long periods of time despite state
records retention laws that allow such information to be destroyed and
Department policies requiring this destruction;

o May not be able to produce all relevant gang-related documentation as
may be legally required in response to Freedom of Information Act
(FOIA) requests and during litigation;

o Lacks sufficient control over external agency access and has limited
capacities to monitor the use of its gang information by external
agencies and hold them accountable; and

° May not be able to ensure that all gang-related data collection tools
serve a legitimate law enforcement purpose and are used appropriately,
among other effects.
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A. OVERVIEW OF FINDINGS

1. CPD lacks sufficient controls in generating, maintaining, and
sharing gang-related data

In generating gang-related data, CPD lacks sufficient training, criteria, evidence,
supervisory review, and internal mechanisms to mitigate, identify, and address
inaccurate information.

With respect to maintaining gang-related data, the Department was unable to
provide OIC with a complete list or comprehensive accounting of all the various
forms, records or systems of records in which gang information could be and has
been recorded, reported, and visualized in the last 10 years. OIC's review further
revealed that Department members were unaware of certain records retention
requirements, and that CPD may be out of compliance with its own policies
regarding record retention.

In relation to sharing gang-related data, CPD has no agreements with external
agencies beyond the initial application for access to one of CPD's data systems,
Citizen and Law Enforcement Analysis and Reporting (CLEAR), which only provides
broadly that the information be used for “law enforcement purposes.” Further, OIC’s
analysis of external agencies with access to CPD’'s gang information revealed external
agencies with access CPD did not disclose to OIG, and the Department was unable to
explain why the list it provided to OIG was incomplete.

2. CPD's gang information practices lack procedural fairness
protections

The Department does not inform individuals that they have been designated as a
gang member; does not have processes for individuals to contest or appeal gang
designations; does not have processes to regularly review or purge outdated or faulty
designations; and has no internal mechanism to amend inaccurate gang information.
CPD has no minimum age for designating individuals as gang members, and there is
no exit or end time for individuals designated as gang members by CPD. OIC's review
found that the youngest person designated as a gang member on a Gang Arrest
Card was designated at the age of 9 and has remained designated for 19 years.
Another person was first designated as a gang member at the age of 75 and has
remained designated for 10 years. The coupling of a lack of controls with the absence
of procedural fairness protections inhibits the Department'’s ability to assure the
accuracy of its information, and potentially undermines public confidence in the
Department's legitimacy and effectiveness in the service of its public safety mission.
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3. CPD's Gang Arrest Cards raise significant data quality concerns

According to CPD, the Department’'s most verified gang-related data is captured in
Gang Arrest Cards. However, OIC’s analysis of data from this source found numerous
instances in which individuals are listed with blank or conflicting Identification Record
(IR) numbers, birthdates, and other classifications. For example, OIG found 90 records
in which an individual had a birth date prior to 1901, and another 80 records in which
an individual's age was listed as zero.

4, CPD's practices and lack of transparency regarding its gang
designations strain police-community relations

In interviews and at public forums, OIG heard from Chicago community members
who expressed fear and uncertainty about the criteria, use, structure, and purpose of
the “gang database.” During the review, community members also reported personal
accounts to OIG in which their experiences of CPD’s “gang database”-related
strategies—including misidentification, harassment, obstacles to immigration relief,
and racial profiling—furthered the divide between themselves and the police. Based
on the accounts and testimonies provided to OIG, it is apparent that the lack of
transparency around CPD's “gang database,” coupled with community experiences of

1w

CPD’s “gang database”-related strategies, strain police-community relations.

B. OVERVIEW OF KEY RECOMMENDATIONS

Based on insufficient controls, absent procedural fairness protections, data quality
concerns, and the impact on police-community relations, CPD should undertake a
holistic evaluation of the ongoing utility and impacts of continuing to collect gang
designations. If the Department elects to continue collecting these data, CPD and the
City of Chicago must implement comprehensive changes to address the issues
detailed in this report. OIG offers 30 recommendations on the utility, collection,
maintenance, sharing, impacts, and data quality of CPD’'s gang designations. Key
recommendations to CPD and the City include:

e FEvaluate, in partnership with stakeholders, whether collecting, maintaining,
sharing, and using gang information best serves violence reduction efforts in
the city, including with consideration of the collateral consequences of these
practices. Avenues for partnership may include, but are not limited to:
conducting a formal and publicly reported evaluation, holding public hearings,
and participating in City Council hearings;

e Codify processes for supervisory and/or expert-level review of gang
designations;

e Formally require the inclusion and assessment of specified types of evidence
required to support proposed gang designations;

¢ Notify individuals who have been designated as a gang member;
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e Establish a process by which individuals can contest or appeal their gang
designation;

e Regularly review gang designations to evaluate ongoing accuracy;

e Develop and implement a means to purge inaccurate or outdated gang
designations;

o Establish formal written agreements with external agencies and regularly audit
external agency access and use based on clearly defined metrics;

e Provide regular public reports on CPD's collection, storage, use, and sharing of
gang-related data;

e Consider implementing additional protections and restrictions for sharing
gang-related data with external agencies including, but not limited to,
immigration enforcement agencies;

e [Establish a committee of stakeholders with a formal role in ongoing reformes;
and

e Consider legislative amendments to the Welcoming City Ordinance that would
remove exceptions based on the individual being “identified as a known gang
mempber either in a law enforcement agency's database or by his own
admission.”

In its response to this report, CPD agreed with OIC's findings and largely concurred
with many of OIG's recommendations and partially concurred or disagreed with
others. CPD acknowledged that its gang information policies, practices, and
technology had impeded the Department’s ability to maintain updated and relevant
information. CPD proposed the development of a new system to collect and store
gang information, the Criminal Enterprise Database (CED). As proposed by the
Department, CED will be a single, unified system that ensures the inclusion of
updated and vetted information, the purging of outdated gang information, and a
process for members of the public to ascertain and appeal their designation as a
gang member or affiliate. CPD also indicated that the new system will incorporate
additional protections when sharing gang information with third parties. However, it
should be noted that these proposed controls and reforms do not apply to the gang
information currently maintained by the Department and that this unverified,
outdated information will remain available to any officer or department that currently
has access to this information.

While the Department has signaled intentions to reform its gang-related technology
and information practices, CPD'’s response and proposed measures diverge from
OIC's recommendations in several critical ways. The Department'’s response indicates
that CPD will not engage with community stakeholders in the fashion that OIG
recommends. CPD’s response also deviates from OIG's recommendations with the
proposal of an appeals process that involves several substantive barriers and no
additional protections for juveniles.
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Il. OBJECTIVES, SCOPE, AND METHODOLOGY

This report focuses on CPD’s collection, maintenance, and sharing of gang-related
data. The purposes of this report are to: provide greater transparency about CPD's
gang designation practices, identify the risks associated with these practices, and
provide recommendations to address such risks. This report does not examine the
accuracy of individual gang designations nor the efficacy of the Department’s use of
the information after it is collected, including for investigative purposes.

In the course of its review, OIG examined relevant Department directives, attended
gang-related trainings at the Training Academy, and interviewed Department
personnel across ranks from the Bureaus of Patrol, Detectives, Organized Crime,
Organizational Development, and Technical Services. OIG also examined various
forms, databases, and visualization tools the Department uses to capture, store,
access, and formally share gang information.

OIGC additionally reviewed policies and interviewed representatives from other
municipalities that collect and store gang information, including New York City, New
York; Los Angeles, California; Providence, Rhode Island; Boston, Massachusetts; and
Portland, Oregon. OIG also interviewed the California State Auditor regarding its 2016
report on the CalGang Criminal Intelligence System.* OIGC also interviewed academics
with expertise in matters pertaining to gangs.

OIG interviewed members of the Illinois State Police (ISP), Cook County State’s
Attorney's Office (CCSAQ), Chicago Public Schools (CPS) Safety and Security, Cook
County’'s Juvenile Temporary Detention Center, and lllinois Department of Juvenile
Justice to determine how CPD shares information about gang designations with
external agencies>

OIG also reviewed pertinent federal, state, and local statutes to identify ways in which
gang designations may contribute to potential consequences in the areas of criminal
justice and immigration, as well as to identify various standards pertaining to gang
designations and data sharing. OIG also relied on state statutes, administrative
regulations, and CPD policies when examining local file retention requirements.

4The CalGang Criminal Intelligence System, accessed February 2, 2019,
https.//www.auditor.ca.gov/pdfs/reports/2015-130.pdf.

5 OIG was unable to engage all of the entities relevant to this topic. The lllinois Department of
Corrections (IDOC) responded that they could not speak with the OIG because their directives did not
permit them to disclose requested information about how IDOC tracks and utilizes gang-related data
and receives and shares gang-related data with CPD. Five separate requests to arrange an interview with
the Cook County Department of Corrections (CCDOC) to gain an understanding about how CCDOC
tracks and utilizes gang-related data and receives and shares gang-related data with CPD was, on each
occasion, unfulfilled.
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The data analysis included in this report extends to data from January 1,1997, through
November 7, 2018 for which CPD provided direct access to the data. OIG validated the
final dataset for all Gang Arrest Cards through a random selection process and
compared this information to data in CPD's system Citizen and Law Enforcement
Analysis and Reporting (CLEAR). Additionally, OIG examined arrest allegations
associated with Gang Arrest Cards, as well as the frequency with which external
agencies access CPD’'s gang information, between January 1, 2009 and October 3],
2018.

Finally, OIG participated in public forums in four Chicago communities on the South
and West Sides, attended community events about the “gang database,” and
interviewed community organizations to hear the concerns and perspectives of
Chicago community members regarding CPD's “gang database.”®

OIG uses the terms “gang designation,” “gang information,” and “gang-related data”
instead of “gang database” because CPD does not have a single, unified database
where such information resides. For the purposes of this report, “‘gang designation”
means the labeling of an individual or area as gang-involved. “Gang information” or
“‘gang-related data” indicate gang designations documented by CPD in Department
forms and systems — this information can alsoc appear in various Department reports
and visualization tools.

OIG conducted this review in accordance with Green Book standards under the
authority of City of Chicago Municipal Code §§ 2-56-210 and §§ 2-56-230(d).

¢ OIG participated in four “Community Conversations” in Garfield Park, Austin, Little Village, and Back of
the Yards in March and April of 2018. The sessions provided a forum for participants to communicate
their concerns and experiences surrounding the “gang database.” Two sessions were held in Chicago
Public Libraries, one session was held in a Chicago Park District, and one was held in a Chicago Public
School. OIG staff also observed two “gang database” community events in June of 2018.
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1. BACKGROUND

A number of police departments and communities around the country are assessing
the utility and ramifications of tracking gang-related data. The national discussion has
been and continues to resonate as an issue of great local concern. OIG conducted
this review in response to and in consideration of a variety of stakeholder concerns.

A. STAKEHOLDER CONCERNS

OIG interviewed a diverse collection of local and national stakeholders including: law
enforcement officials, community organizations, criminal justice agencies, academics,
auditing agencies, criminal and civil rights attorneys, and members of numerous
communities in Chicago. Among these stakeholders, OIG consistently heard the
following:

e Violence is a critical concern for individuals and communities.

e Gangs typically form out of a context of inequality, such as discrimination,
poverty, lack of employment opportunities, and lack of safety.

e Although gangs play a role in violence, an over-reliance on gang designations
may obscure the fact that numerous violent incidents are the result of
interpersonal disputes rather than on the basis of gang affiliations.

¢ |f law enforcement agencies continue to utilize gang databases, controls and
procedural protections must be instituted to ensure accuracy and procedural
fairness for designated individuals.

e The criteria utilized to identify individuals as gang members may be overly
inclusive, resulting in over-identification, criminalization, and resulting
stigmatization that alienates individuals and communities from the police.

e (Gang designations can result in serious collateral consequences for individuals
designated as gang members and their families, in areas including, but not
limited to: criminal justice, education, public benefits, immigration, and
differential treatment in encounters with the police.

e The majority of individuals designated by law enforcement as gang members
are Black or African American and Latinx, disproportionate to local and national
demographics.

In Chicago, recent investigations, publications, lawsuits, and legislation have raised
guestions about CPD’s application, maintenance, use, and sharing of gang
designations, and whether these are based on accurate information, improve public
safety, provide procedural fairness protections, impact police-community relations,
and result in collateral consequences for individuals and communities.
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B. DEPARTMENT OF JUSTICE FINDINGS

The January 2017 Department of Justice (DOJ) investigation of CPD found that the
Department’s gang-related intelligence-gathering methods potentially place
individuals at risk. These practices included arresting or detaining individuals and
refusing to release them until they share information about gang-related activities.
The practices cited by DOJ also included officers taking youth to a rival gang
neighborhood and either leaving the individual there or displaying the individual to
rival members, “ilmmediately putting the life of that young person in jeopardy by
suggesting he has provided information to the police.””

DOJ cited experiences from youth who stated that, when interacting with CPD,
officers suspect that youth are engaged in criminal activity or members of a gang
based solely on their appearance. Members of various Chicago communities also
expressed to DOJ being “very concerned” about the presumption of gang affiliation
“not only because of the assumptions it made about people, but because it also
provides a false narrative that can follow these individuals in future interactions with
the police and the criminal justice system.”

C. LOCAL ACADEMIC STUDIES AND MEDIA

The University of lllinois at Chicago (UIC) Policing in Chicago Research Group released
two iterations of a report regarding CPD's “gang database—the first in February 2018
entitled “Tracked and Targeted” and the second in June 2018 entitled “Expansive and
Focused.”™ Both reports detail concerns that CPD’s “gang database” is inaccurate and
promotes racial discrimination.”” In addition, press outlets in 2017 and 2018 reported
on alleged inaccuracies and racial inequalities found in gang-related data released by

7 United States Department of Justice Civil Rights Division and United States Attorney's Office Northern
District of lllinois, “Investigation of the Chicago Police Department,” January 13, 2017, page 143, accessed
February 1, 2019, https.//www justice.gov/opa/file/925846/download, see p. 15-16 regarding the practices of
officers taking youth to a rival gang neighborhood.

& United States Department of Justice Civil Rights Division and United States Attorney's Office Northern
District of lllinois, “Investigation of the Chicago Police Department,” January 13, 2017, p. 143, accessed
February 1, 2019, https.//www justice.gov/opa/file/925846/download.

2 The Policing In Chicago Research Group, “Tracked and Targeted: Early Findings on Chicago's Gang
Database,” February 1, 2018, accessed February, 2019, http://erasethedatabase.com/wp-
content/uploads/2018/02/Tracked-Targeted-0217.pdf.

UIC Policing In Chicago Research Group, in collaboration with The Chicago Coalition To Expand
Sanctuary and The Campaign To Erase The Gang Database, “Expansive and Focused Surveillance: New
Findings on Chicago's Gang Database,” June, 2018, accessed February 1, 2019,
http://erasethedatabase.com/wp-content/uploads/2018/07/Expansive-and-Focused-Surveillance-June-

2018_final.pdf.
0 0OIG has not evaluated the methodology of the UIC studies and therefore cannot confirm its findings.
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CPD through FOIA requests.” Finally, over the past two years community groups
hosted “teach-ins” and workshops to discuss concerns with respect to CPD's “gang
database” and mechanisms to advocate for changes.”

D. RECENT “GANG DATABASE" LITIGATION

In May 2017, the MacArthur Justice Center filed a federal lawsuit on behalf of Wilmer
Catalan-Ramirez alleging violations of 42 USC §1983, the Monell doctrine, and the
lllinois Civil Rights Act (ICRA), for injuries arising from his designation as a gang
member by CPD.” Catalan-Ramirez's ICRA claim specifically alleged that CPD's gang
designations violated the prohibition on racial and ethnic discrimination through the
methods used for gathering and sharing information about alleged gang members.
Catalan-Ramirez further alleged that his inclusion in the database violated his right to
due process, and that he was denied immigration relief as a result, thus leaving him
wrongfully vulnerable to deportation. On December 5, 2017, the City of Chicago
settled the suit. In the settlement, CPD acknowledged: “CPD cannot verify that Mr.
Catalan-Ramirez is a gang member as defined by the lllinois Streetgang Terrorism
Omnibus Prevention Act (740 ILCS 147)."

On June 19, 2018, several organizational plaintiffs® and four individual plaintiffs'® filed a
federal civil rights class action complaint alleging systematic deficiencies and
constitutional violations in the creation, use, and maintenance of CPD’s gang
database. The suit states that CPD’s gang database is “arbitrary, discriminatory, over-
inclusive, and error-ridden,” and that CPD disproportionately targets Black and Latinx

" Celeste LeCompte, “Download the Gang Databases We Got From lllinois State Police, Cook County
Sheriff's Office and Chicago Police Department,” ProPublica Illinois, July 20, 2018, accessed February 1,
2019, https://www.propublica.org/article/chicago-illinois-gang-databases-download-propublica-data-
store, and Annie Sweeney and Paige Fry, “Nearly 33,000 juveniles arrested over last two decades labeled
as gang members by Chicago police," Chicago Tribune, August 9, 2018, accessed February 1, 2019,
https//www.chicagotribune.com/news/local/breaking/ct-met-chicago-police-gang-database-juveniles-
20180725-story.html.

2 Chicago Teachers Union, “Black & Brown Educators: A Teach-In on the Gang Database,” June 8, 2018,
accessed February 1, 2019, https//www.ctulocall.org/posts/event/black-brown-educators-a-teach-in-on-
the-gang-database/, and Organized Communities Against Deportations (OCAD) et al, “Erase the
Database,” accessed February 1, 2019, http://erasethedatabase.com/press/.

¥ Catalan-Ramirez v. Wong, et al, No.17-cv-3258 (N.D. Ill filed May 01, 2017) and Pedrote-Salinas v.
Johnson, et al, No.17-cv-5093 (N.D. Il filed July 11, 2017).

“ Settlement Agreement at 8, Catalan-Ramirez v. Wong, et al,, No.17-cv-3258 (N.D. Ill. Dec. 5, 2017).

> Chicagoans for an End to the Gang Database, Black Youth Project 100 Chicago, Blocks Together,
Brighton Park Neighborhood Council, Latino Union, Mijente, and Organized Communities Against
Deportations. Chicagoans For An End To The Gang Database v. City of Chicago, et al, No. 18-cv-4242 (N.D.
[l filed June 19, 2018). Chicagoans for an End to the Gang Database is a coalition of community
organizations as well as individuals.

'8 Donta Lucas, Jonathan Warner, Lester Cooper, and Luis Pedrote-Salinas. Chicagoans For An End To The
Gang Database v. City of Chicago, et al, No.18-cv-4242 (N.D. lll filed June 19, 2018).
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people for inclusion in the database. This pending lawsuit” additionally alleges that
CPD “shares its Gang Database with numerous third-party agencies, causing
significant known and unknown harm to class members, including deprivations of
employment, licensures, bond, immigration relief, and more.”®

E. LEGISLATIVE PROPOSALS

On July 25, 2018, legislation with 46 aldermanic sponsors regarding CPD’s “gang
database” was introduced in the City Council which referred it to the City Council
Committee on Public Safety. As introduced, the ordinance proposes, among other
provisions:

1. Prohibition of CPD from designating individuals as gang members and
Mmaintaining a gang database, absent [independent analysis]
establishing that CPD's gang designations have a legitimate law
enforcement-related purpose that outweighs the harm caused to
individuals who are designated as gang members;

2. CPD’s gang designations [must be] verified in accordance with
professionally accepted standards and regularly audited;

3. Individuals included in the database [must] receive notice and
opportunity to challenge their designation;

4. CPD is prohibited from sharing gang designations and/or information
contained in the gang database with any third party; and

5. CPD’s gang designations must be free from racial discrimination.”

As of the date of publication of this report, the proposal remains pending in the Public
Safety Committee of the City Council where a hearing has not been set.

F. RECENT CPD STATEMENTS ON GANG INFORMATION

In response to the recent public concern regarding CPD’s “gang database,” CPD
Superintendent Eddie Johnson stated in an interview on April 9, 2018, “we recognize
that some people may be mis-identified [as gang members], and we are looking at
processes in terms of..taking them out [of that designation]. It's important for us
[CPD] to know who the people are in this city as well as in this state who are

7 The suit is still pending as of the date of publication.

'8 Chicagoans For An End To The Gang Database v. City of Chicago, et al, No.18-cv-4242 (N.D. lll filed June
19, 2018).

19 City of Chicago, Commmittee on Public Safety, “Amendment of Municipal Code Chapter 2-84 by adding
new Sections 2-84-501 through 2-84-504 to regulate Chicago Police Department gang database,” July 25,
2018, accessed February 1, 2019,
https//chicago.legistar.com/LegislationDetail.aspx?1D=35846708&CUID=8042C182-BD43-4AA5-8531-
SEEQ782E6CAC&Options=Advanced&Search=.

PAGE 13


https://chicago.legistar.com/LegislationDetail.aspx?ID=3584670&GUID=8042C182-BD43-4AA5-8531-3EE0782E6CAC&Options=Advanced&Search=
https://chicago.legistar.com/LegislationDetail.aspx?ID=3584670&GUID=8042C182-BD43-4AA5-8531-3EE0782E6CAC&Options=Advanced&Search=

REVIEW OF THE CHICAGO POLICE DEPARTMENT'S “GANG DATABASE" APRILTI, 2019

committing crimes and are affiliated with gangs, but | also think we have a
responsibility to get it right.” During the course of OIG's review, CPD was working
independently on revising protocols and practices regarding its gang information.

G. CPD’'S GANG INFORMATION
PURPOSE

In interviews with OIG, Department members identified the following purposes for
collecting gang-related data:

o Officer safety, because gang membership indicates that “someone is prone to
violence or has a history of resisting arrest”,

e Safety of the individual if they become incarcerated, to ensure they are not
housed with “rival gang members”;

e |nvestigative, to help Department members identify associations between
people;

e Preventing retaliations through the deployment of police resources;

e Solidifying Racketeer Influenced and Corrupt Organizations Act charges for
gangs; and

e Strengthening criminal charges when gang membership is an element of the
crime.

DEFINITION OF A GANG

There is no single definition of a gang—Ilaws, policies, research, and individuals vary in
their conceptualization of gangs. CPD as well as national and local laws focus
specifically on criminal gangs. Federally, “criminal street gang” is defined in 18 U.S.
Code § 521 as an ongoing group, club, organization, or association of five or more
persons:

e that hasas one of its primary purposes the commission of one or more of the
criminal offenses described in subsection (c)*

e the members of which engage, or have engaged within the past five years, in a
continuing series of offenses described in subsection (c); and

e the activities of which affect interstate or foreign commerce.

The lllinois Streetgang Terrorism Omnibus Prevention Act (740 ILCS 147) defines a
gang as, “any combination, confederation, alliance, network, conspiracy,

20 Offenses described in subsection (c) are: “(1) a Federal felony involving a controlled substance (as
defined in section 102 of the Controlled Substance Act (21 U.S.C. 802)) for which the maximum penalty is
not less than five years; (2) a Federal felony crime of violence that has as an element the use or
attempted use of physical force against the person of another; and (3) conspiracy to commit an offense
described in paragraph (1) or (2)."
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understanding, or other similar conjoining, in law or in fact, of three or more persons
with an established hierarchy that, through its membership or through the agency of
any member engages in a course or pattern of criminal activity.”

CPD has defined gangs in different ways. As recently as 2018, CPD'’s website defined
gangs as, ‘group|s] of people who form an allegiance for a common purpose and
engage in violent, unlawful, or criminal activity.”* In CPD’s gang-related training that
OIG observed, the Department provided officers with a “practical definition” of a street
gang: “an organized group that participates in criminal, threatening, or intimidating
activity within the commmunity.”#*

TRAINING

Incoming Department members currently receive six hours of training regarding
gangs, comprised of two modules. The first module entitled “Cangs” addresses gang-
related history, criteria, and groups in Chicago. The second module entitled “Gang
Violence Reduction Strategy” addresses the Department'’s policies and programs
relating to gangs, as well as technological tools available for policing gangs. All of the
training occurs at the Training Academy when CPD members are considered
recruits—there are no official CPD refresher or update trainings after graduating from
the Academy.?* Further, according to Departmental interviews, CPD teams with a
specialization in gangs, such as the Gang Enforcement Teams and the Gang
Investigations Teams, receive no additional internal gang-related trainings beyond
the six hours members received as new recruits at the Training Academy.

INTERNAL ENTRY/ACCESS

According to Departmental interviews, every sworn member has access to certain
sources of CPD’s gang-related data, including gang designations recorded on
Investigatory Stop Reports (ISRs) and Gang Arrest Cards. Any sworn member can
designate an individual as a gang member on these forms. > CPD members further
indicated in interviews that the majority of gang designations are generated by
officers in the Bureau of Patrol. However, Bureaus and Divisions across the

2740 ILCS147/10

22 City of Chicago, Chicago Police Department, “Introduction to Gangs,” accessed January 16, 2018,
https;//home.chicagopolice.org/community/gang-awareness. This webpage is no longer active and this
definition can no longer be found on CPD's website

25 OIG attended CPD's “Gangs” training on June 4, 2018.

¢ In interviews with CPD, Department members frequently stated that training on gangs after the
Academy occur “on the job.”

2> According to interviews, CPD members generally complete forms electronically in various CPD
databases rather than on paper.
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Department vary in their access to other Departmental sources of gang-information
and their tools for entering gang-related data.*®

DESIGNATION OF INDIVIDUALS AS GANG-INVOLVED

CPD designates individuals as gang members on a multitude of forms, and some of
these designations can later be searched in CPD's systems by the individual's name,
home address, nickname, tattoo description, and other identifiers.

CPD’s Special Order?” (S.0.) 10-02-03 entitled “Cang and Narcotics-Related
Enforcement” delineates criteria for identifying “criminal street gangs” and “criminal
street gang membership.”?® Identification of a criminal street gang must be based on
“specific, documented, and reliable information,” including:

e analysis of crime pattern information;

e oObservations by Department members;

e \Withess interviews;

e interviews of admitted criminal street gang members; and

e information received from informants who have proven themselves to be
reliable in the past.®

As enumerated in S.O.10-02-03, identification of an individual as a criminal street
gang member requires “probable cause..substantiated by the Department member's
experience and knowledge of criminal street gangs and corroborated by specific,
documented, and reliable information,” including, but not limited to:

e the individual's admission of membership;

26 For additional information on the various Bureaus and Divisions CPD described to OIG as involved in
gang designations, tracking, and enforcement, see Appendix A.

27 CPD's policies, also known as “directives,” are called either “General Orders” or “Special Orders.” Publicly
available directives can be found at http:/directives.chicagopolice.org/directives/.

28 City of Chicago, Chicago Police Department, “S10-02-03 Gang and Narcotics-Related Enforcement,”
January 01, 2016, Section I, accessed February 1, 2019,
http//directives.chicagopolice.org/directives/data/a7a57be2-12a5752b-27112-a586-d845218c69al1fo12.html.
Criteria for criminal street gang membership is also described in lesser detail in CPD’'s Gang Violence
Reduction Strategy directive: City of Chicago, Chicago Police Department, “G10-01 Gang Violence
Reduction Strategy,” January 1, 2016, accessed February 1, 2019,
http://directives.chicagopolice.org/directives/data/a7a57bf0-136d1d31-16513-6d1d-382b311ddf65fd3a.pdf.
22The order further states: “these are merely examples, and information for identifying a criminal street
gang may be gathered from a variety of law enforcement sources or analyses.” City of Chicago, Chicago
Police Department, “S10-02-03 Gang and Narcotics-Related Enforcement,” January 01, 2016, Section I,
accessed February 1, 2019, http:/directives.chicagopolice.org/directives/data/a7a57be2-12a5752b-27112-
a586-d845218c69a1f912.html.
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e the wearing of distinctive emblems, tattoos, or similar markings indicative of a
specific criminal street gang;*

e the use of signals or symbols distinctive of a specific criminal street gang;

e identification of the individual as a member or affiliate of a specific criminal
organization by an individual who has provided reliable information to the
Department in the past and whose information can be independently
corroborated; and

e identification of individuals as a member of a specific criminal organization by
another Department member who has specialized knowledge and expertise
concerning the subject criminal organization.*

Notably, these criteria do not require participation in criminal activity for an individual
to be designated by CPD as a gang member.

In interviews with OIG, Department members indicated additional ways in which
these designations may occur. Members stated that an officer may also designate an
individual as a gang member when the individual is “in the company of” other
individuals designated as gang members, or when officers observe what they believe
to be gang signals, in person or on social media. In gang-related investigations, the
Bureau of Organized Crime can use “raw intelligence” from Confidential Informants
(Cls) and wiretaps to establish individuals as gang members.

Department members further indicated to OIC that CPD’s criteria for identifying
gang membership may be over-inclusive and less relevant to the landscape today.
Members stated, “You can't use the direction of someone’s hat anymore, people tip
their hats as a fashion statement nowadays,” “Even if an individual may bear the
visible tattoos of one gang, he or she may have recently joined another gang,” and
“Color of clothing isn't as relevant today.”

DESIGNATION OF GEOGRAPHIC AREAS AS GANG-INVOLVED

The Department also designates areas as gang-involved, including identifying
geographic boundaries of gang activity and gang territories in Chicago. According to
CPD S.0.10-02-02 “Selection of Designated Enforcement Areas,” areas may be
designated as gang-involved based on the following criteria:

30As per S.0O.10-02-03, “these criteria apply only when such emblems, tattoos, or similar markings would
not reasonably be expected to be displayed by any individual except a member of that specific criminal
street gang. Membership may not be established solely because an individual is wearing clothing
available for sale to the general public”

I City of Chicago, Chicago Police Department, “S10-02-03 Gang and Narcotics-Related Enforcement,”
January 01, 2016, Section I, accessed February 1, 2019,
http://directives.chicagopolice.org/directives/data/a7a57be2-12a5752b-27112-a586-d845218¢c69a1f912.html.
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e analysis of crime;

e objective input from the executive officer, watch operations lieutenants, station
supervisors, the district tactical lieutenant, and the CAPS sergeant;

e information from Beat Community Meeting;

e input from community members, local community-based organizations, and
elected officials;

e personal observations;

e intelligence; and other verifiable statistical information.

In interviews with OIG, Department mempbers stated that CPD may designate areas
as gang-involved based on any of the following: the type of graffiti in the community,
the number of gang-identified individuals living in the area, and CPD’'s understanding
of the gang-related history in the area. Further, when designating an area as a gang
“Hot Spot,” the Bureau of Patrol will examine stops purportedly involving gang-
related activity and the number of gang-related loitering citations previously issued in
the area.

Once an area has been designated as gang-involved, CPD may deploy specific
strategies to target gang members and activity in those areas. These strategies can
include: Targeted Vehicle Enforcement, dispersing and/or arresting individuals
believed to be gang members loitering with others believed to be gang members in
the designated area, and “Gang Missions” that can include “aggressive patrol and
violence suppression missions.”*

Through CLEAR, Department members can access a module called “Caboodle,” a
map-based data visualization tool that allows CPD officers to look up gang
boundaries and gang-identified individuals. People designated as gang members
can be linked to areas designated as gang-involved.

CPD’'s GANG-RELATED DATA TOOLS

Although often characterized as a uniform system, CPD’s “gang database” rather
consists of many forms and webpages contained in CLEAR, CPD databases external
to CLEAR, paper files, and information captured by external entities. CPD does not
have a single gang database.*

Designations of individuals and areas as gang-involved can appear in a number of
places in CPD’s data systems, and there are distinctions between where the
information can be entered and searched, saved and reported, and visualized.

32 See Appendix B for more information about these area-related strategies.
33 See Appendix C for a diagram provided by CPD to OIG with the Department’'s depiction of
relationships between various systems in which gang-related data exist.
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Citizen and Law Enforcement Analysis and Reporting (CLEAR)

The CLEAR system consists of transactional applications, a data warehouse, and
visualization tools.*

The transactional applications (through which officers can enter and search for data)
in CLEAR allow Department members to complete reports such as Tactical Response
Reports and Investigatory Stop Reports, as well as search for completed reports. Each
application is separate from every other application; therefore, Department members
can search for information about individuals in each application, or through the
search tool “Name Check.” Name Check searches across several applications,
including Investigative Alerts, Sex Offenders, Cases, Adult and Juvenile Arrests, Search
Warrants, lllinois Department of Corrections (IDOC) Records,

Adult and Juvenile Warrants, Traffic Stops, Tactical Response, Contact Cards, Missing
Persons, and Inventories. Information entered into CLEAR applications by officers is
automatically saved to CPD's data warehouse.*

CPD’s data warehouse enables Department members to generate summary reports
on aggregate data from CLEAR applications. The data entered into the applications
and saved in the warehouse can then be utilized to generate reports regarding gang-
related information, such as District Intelligence Bulletins. Further, information from
the data warehouse is used to generate visualization tools.

Some visualization tools accessed through CLEAR allow Department members to
view synthesized information—data from various applications in CLEAR and other
Departmental forms that are connected and displayed. Two examples of CPD's gang-
related visualization tools are Link Analysis and Caboodle; the former connects
individuals with records of the crimes for which they were arrested as well as
individuals with whom they were arrested, and the latter displays maps of areas
designated as gang-involved as well as individuals designated as gang-involved,
drawing on information generated during Gang Audits.*® Caboodle also displays other
information not specifically related to gangs, such as maps pertaining to block clubs,
Safe Passage routes, and schools.

Unlike other gang-related tools, gang information displayed in Caboodle involves
review processes relating to the Gang Audit. The Gang Audit is conducted periodically

4 See Appendix D for images of select data points described below.

3> The data warehouse includes a variety of data entered by CPD, not just gang-related data.

%6 Gang Audits are periodic assessments of gang boundaries and conflicts conducted by CPD personnel.
City of Chicago, Chicago Police Department, “Gangs: Hour 4, Gang Identifiers — Resources and Strategies
for Dealing with Gangs,” 2014.

PAGE 19



REVIEW OF THE CHICAGO POLICE DEPARTMENT'S “GANG DATABASE" APRILTI, 2019

in each district.*” During the Audit, Department members from several units
complete the Gang Audit Questionnaire detailing the following district-specific
information:

e gang names

e gang faction names

e territorial borders

e faction size

e criminal activity and documentation of such

e rivals and active conflicts

e alliances and active alliances

e organizational level

e Vviolence level

e the most active or influential members of each faction®*®

To complete the Questionnaire, each district reviews the previous year's Audit to
evaluate whether the conflicts, boundaries, members, and other components are still
applicable—drawing on data sources such as Gang Arrest Cards, information from Cls,
and subject-matter knowledge from Department members such as representatives
from the Gang Investigations Division. According to interviews, once each district
completes the Questionnaire, CPD's Deployment Operations Center (DOC) “veriffies]
the intelligence [and] work[s] in GIS* to ensure the maps properly represent the
information” in the Caboodle visualization tool. DOC Gang Analysts verify the
intelligence in the Questionnaire through examining information sources such as
interviews, Contact Cards/Investigatory Stop Reports, reports of shots fired, and
incidents.

In interviews, Department members frequently described Caboodle as “the closest
thing to a gang database.” Images of the Caboodle application, as well as a diagram
of the Gang Audit process are provided below.

37 According to Department directives, Gang Audits must occur at least once per year, but “more if
necessary.” Districts may also request Gang Audit Update Sessions to add or modify information from the
yearly audits.

38 According to Department directives, the following members must be present for each district's Gang
Audit: District commmander; district tactical team lieutenant; District Intelligence Officer; district members
selected by the district commander based on their knowledge of gang activity in their districts;
representatives from the Gang Enforcement Division, Narcotics Division, Gang Investigations Division,
and Bureau of Organized Crime; and a crime analyst from the Deployment Operations Center. For
images of the Gang Audit questionnaire, see Appendix D.

39 GIS is mapping software.
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FIGURE 1: GANG AUDIT PROCESS
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FIGURE 2: VISUALIZATION IN CABOODLE
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FIGURE 3: VISUALIZATION IN CABOODLE
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CPD Databases External to CLEAR, Paper Files, Information Captured by External
Entities

There are several sources of gang information that exist outside of CLEAR. For
example, CPD has an Administrative Message System where officers may send
information to Department members, including messages about gang-related
concerns—this system can be searched by keyword. This information may be
documented in reports such as Officer Safety Alerts. In addition, the Information
Report System houses Information Reports circulated internally within the
Department that outline information about “police concerns,” including gangs.
Beyond these sources, CPD also collects gang-related information through contact
with Cls, wire-tapping during investigations, and other mechanisms outside of
CLEAR. Department interviews indicated that CPD has paper files regarding gangs
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dating back to the 1900s.%° Additionally, CPD has access to gang-related data
generated by IDOC and other agencies.

OIC's review of CPD directives, forms and documents, as well as interviews with
Department members, revealed that CPD has collected, reported, and visualized
gang-related data in at least 18 different forms, records or system of records
throughout the past 10 years. However, according to interviews and Departmental
responses to document requests, CPD does not know all of the places where gang-
related data exist. See Appendix D for a list of locations where OIG determined gang
information resides within CPD's information systems.

VERIFICATION

When designating an individual as a gang member, CPD has limited processes for
verifying the identity of the individual being designated, as well as for verifying the
accuracy of the gang designation itself.

Verified |dentity

According to the Department, the only method through which an individual's identity
can be verified—meaning that their identity has been established as unique, their
own, and unable to be confused with that of anyone else's—is through fingerprinting,
which typically occurs during an arrest. As such, as per Departmental interviews, the
only gang-related data source where the identities of individuals are verified are Gang
Arrest Cards, which are a section on the Arrest Report for designating an individual as
a gang member. In all other interactions between CPD and community members
where an individual may be designated as a gang member, the individual's identity is
not verified. This means that an individual designated as a gang member during an
Investigatory Stop, for example, who stated their name as “John Doe” may or may not
be the same “John Doe’ listed in a Gang Arrest Card, or the “John Doe” listed in
another Investigatory Stop Report (ISR).

Further, according to the Department, between January 1997 and July 2018 there
were 841,776 Contact Cards indicating gang affiliations and 524,676 Gang Arrest
Cards. Because individuals were not fingerprinted—and may not have presented any
form of identification—during Contact Card interactions, CPD is unable to determine
whether each Contact Card was completed for a unique individual, and whether
individuals recorded on the Contact Cards are the same as those recorded in Gang
Arrest Cards. As a result of the lack of fingerprinting in every encounter in which gang

40 The Department was unable to definitively report when CPD began tracking gangs. According to
Departmental interviews, CPD may have started tracking gangs as early as the 1800s.

“1See section External Agencies Sharing Gang-Related Data with CPD for more information on gang-
related data shared with CPD by external agencies.
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designations occur, the Department cannot definitively report how many unigue
individuals have been designated as gang members across all data collection
methods. Further, the Department cannot ensure that gang designations collected
without fingerprinting are used by CPD in relation to the actual individual featured in
the designation, and not another individual with the same name and/or other
characteristics.

Verified Intelligence

CPD does not have any verification processes for ensuring the accuracy of gang
membership designations, such as formal supervisory review of the designation,
documentation of supporting evidence, or review by an expert in gangs.*> CPD
considers court documentation designating an individual as a gang member and
“self-admission” to be verified intelligence.” However, interviews with both CPD and
community members highlighted potential limitations in considering self-admission
in particular as verified. For instance, interviewees reported that individuals may claim
to be a member of a different gang than their actual affiliation, young people might
experience peer-pressure to identify as a gang member even if uninvolved, and
individuals may feel compelled by police to confess gang membership.

RETENTION AND MODIFICATION

CPD forms, including forms where gang designations can appear, fall under the
purview of the lllinois Local Records Act (LRA) and thus constitute public records. The
LRA establishes that altering, concealing, and destroying these public records is
illegal, except where permitted by law.**

Under the LRA, CPD must retain the public records for certain periods of time. After
the retention period for the public records has elapsed, CPD may seek permission
from The Local Records Commission of Cook County for the destruction of those
records. Retention timeframes can range from “none,” meaning that the Department
does not have to retain the record, to “permanent,” meaning that the Department
must retain the record forever. Retention timeframes listed as “pending” have yet to

42 Qualification as an expert can include, but is not limited to, receiving specialized trainings in gangs,
experience in violence prevention, and academic expertise relating to gangs.

“Ininterviews, Department members stated that most individuals designated as gang members by
CPD “self-admit.”

4“4 An example of a lawful destruction of records is when a juvenile record is expunged through a court
order, or depending on the offense, automatically after a certain period of time elapses. The Juvenile
Court Act states that “expunge” means “to physically destroy the records and to obliterate the minor's
name from any official index or public record, or both.” Similarly, an adult may seek expungement of
certain arrest reports and/or convictions under the lllinois Criminal Identification Act. The LRA also states
that if an individual is arrested and is later determined not to be the intended arrestee, the arrest report
can be retracted or deleted altogether.
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be determined by the Local Records Commission. If CPD is not required to retain a
record permanently, the Department may legally destroy the record once the time
required by the retention timeframe elapses and the Department has petitioned and
received clearance from the Local Records Commission.” Further, CPD’s directive S.O.
09-03-01 “Records Management” states: “records may be accumulated beyond the
authorized retention period for an additional period of time not to exceed six police
periods [months]."#® According to interviews with CPD, this means that the
Department, by its own policy, requires that records past their retention timeframe
cannot be retained for more than six months.

In various previous versions of the retention schedule, CPD was required to retain
Gang Arrest Cards between two and ten years. After this time elapsed, CPD could
destroy these records with permission from the Local Records Commission. However,
in the current retention schedule, Gang Arrest Cards are not listed.

According to CPD, if information in a form completed by a Department member is
later determined to be inaccurate, such as an individual incorrectly designated as a
gang member, the information can be changed through a court order. Beyond court
orders, the Department addresses incorrect information by attaching a
Supplementary Report to the original form. The Supplementary Report will describe
which information in the original form was inaccurate.

EXTERNAL AGENCY ACCESS AND AGREEMENTS

CPD shares gang-related data with agencies external to the Department, and also
accesses gang-related data from external agencies.

External Agencies with Access to Gang-Related Data in CLEAR

According to CPD, over 500 agencies external to CPD can access various sources of
gang-related data in CLEAR.*” Among others, these agencies include the Cook
County Sheriff's Office, IDOC, CCSAO, Homeland Security/ICE, US Citizenship and
Immigration, FBI Gang Intelligence Center, High Intensity Drug Trafficking Area, and
US Customs and Border Protection-Chicago. CPD reported that all agencies must
complete an application for access to CLEAR.*® Each agency, once approved for

45 Records cannot be destroyed if there is any pending or anticipated litigation, or other state, local, or
federal requirements pertaining to the retention. According to Departmental interviews, CPD cannot
currently destroy any records due to an order from DOJ relating to a specific case.

4 CPD members indicated that “police periods” are synonymous with “months.”

“7 For the list of external agencies with access to CLEAR provided by CPD to OIG, see Appendix E.
According to Departmental interviews, agencies vary in the specific sources of CPD's gang information
they can access.

48 See Appendix F for the application for CLEAR access.
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access, may have an unlimited number of users.*® Beyond this initial application, CPD
does not have any agreements with user agencies delineating the ways in which
agencies use CLEAR data, including information on gang designations.™

OIG analyzed internal and external agency access to gang-related tables from
January 1, 2009, through October 31, 2018, through the Gang Query Audit.>' OIC’s
analysis of all gang-related queries of CPD’'s gang information revealed that over 35%
of queries were conducted by external agencies.

TABLE 1: COUNT OF QUERIES BY AGENCY CLASSIFICATION

Mumber of
Agency Classification CQueries % of Totzal
External Agency 1384162 35.5%
Chicago Police Department 2,512,108 64.5%
Grand Total 3,896,271 100.0%

Table 1displays the distribution of records based on agency classification. External agencies are defined
as any agency that is not CPD.

Outside of CPD, the some of the most frequent users of CPD’s gang information
include the Cook County Sheriff's Department, IDOC, and the FBI. The top ten
external agencies represent approximately 92.3% of all external queries. The
remaining 327 external agencies that ran queries accounted for less than 8% of all
external queries. Over a quarter of external agencies that have run gang-related
queries (27.8%) have averaged less than one query annually over the past ten years.

49 Criteria for users include: “users must be full time criminal justice agency employees or certified as
police officers in the State of their employment of the participating police department /criminal justice
agency. Users must have no history of felony convictions; participating local criminal justice agencies in
[llinois must submit a State of lllinois Identification (SID) Number for each user as evidence that a
criminal history background check was previously conducted for an employee. Outside of Illinois each
CLEAR user must be uniquely identified.”

50 The only limitation listed in the application is that “all inquiries [in the CLEAR system] must be for
criminal justice purposes only.” The application also enumerates mandatory security requirements and
notes that “audits will be conducted to review usage by agencies and individuals authorized to make
such inquires.” However, the application does not indicate which agency will conduct such audits.
SICPD's Gang Query Audit tracks external gang-related queries, however, according to the Department it
also tracks five other types of queries in applications that are not related to gangs. These applications
were added to the list tracked by the Gang Query Audit after the Audit was created, for operational
rather than strategic purposes. Non-gang-related applications include “Facility Information
Management” and “Probationary Police Officer Evaluation Approvals.” According to CPD, these queries
unrelated to gang information account for less than 4% of external queries tracked by the Gang Query
Audit.

52 CPD reported over 500 external agencies with access to CLEAR. OIC's analysis found 337 agencies that
have queried CPD's gang-related data in the past 10 years as tracked in the Gang Query Audit. Some of
the 337 external agencies identified in OICG’s analysis were not present in the list CPD provided to OIC.
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There were seventeen agencies that ran only one gang related query during the
entire period.

TABLE 2: COUNT OF QUERIES FOR TOP 10 EXTERNAL AGENCIES

Number of % of % of
Agency Name Agency Type Rank Queries External Total
COOK COUNTY SHERIFF criminal Apprehension & | | 755,096 54.55% 19.38%
Booking System
ILLINOIS DEPARTMENT OF lllinois Agencies Outside N .
CORRECTIONS Chicago 2 252,265 18.23% 6.47%
CHICAGO PUBLIC
SCHOOLSSS Chicago Public Schools 3 87,302 6.31% 2.24%
F.B.I. Federal Agencies 4 80,182 579% 2.06%
COOK COUNTY ADULT Criminal Apprehension & o 0
PROB Booking System ° 37,368 270% 096%
HOMELAND SECURITY / ICE g”gf;ﬁgemes Outside 6 17,269 125% 0.44%
OFFICE OF EMERGENCY Ch\cago Law Enforcement 7 16161 117% 0.41%
COMM. Agencies
USD HS/ICE - DRO Federal Agencies 8 12,201 0.88% 0.31%
ILLINOIS STATE POLICE Criminal Apprehension & | 10224 0.74% 026%
Booking System

ALCOHOL TOBACCO AND Alcohol Tobacco and

0O, (o)
FIREARMS Firearms 10 10,093 0.73% 0.26%

Grand Total 1,278,161 92.34% 32.80%
Table 2 displays external agencies with the highest number of queries.

Collectively, immigration-related agencies accounted for over 32,000 or 2.3% of
external agency queries over the analyzed period.

TABLE 3: COUNT OF QUERIES FOR IMMIGRATION-RELATED AGENCIES

Number of % of % of
Agency Name Agency Type Queries External Total
HOMELAND SECURITY /ICE llinois Agencies 17,269 125% 0.44%

Outside Chicago
USD HS/ICE - DRO Federal Agencies 12,201 0.88% 0.31%
Illinois Agencies

(o) 0,
ICE /NCFIU Outside Chicago 2,467 0.18% 0.06%
US CUSTOMS AND BORDER
i [) [0)
PROTECTION - CHICAGO Federal Agencies 234 0.02% 0.01%
US CITIZENSHIP & IMMIGRATION Federal Agencies 53 0.00% 0.00%
Grand Total ‘ 32,224 2.33% 0.83%

Table 3 displays the number of queries run by immigration-related agencies over the time period.

53 OIC's analysis of external agency queries of CPD’s gang information indicated that CPS constitutes 2%
of external agency queries. However, CPS Safety and Security stated to OIG that CPS (including CPS
Safety and Security) does not have access to CPD's gang information systems. Explanations for this
difference may include automated reports that were previously established and continue to be
transmitted but are not currently monitored or received by CPS.
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External Agencies Sharing Gang-Related Data with CPD

IDOC is mandated by law to record gang information, and the governing statute
expressly allows IDOC to share that gang information with outside law enforcement
agencies to assist in the investigation and prosecution of gang-related crime.>* The
IDOC Records Data Feed displays gang-related information captured by IDOC and
shared with CPD.>

CPD also accesses the state-wide data system administered by the lllinois State
Police, entitled the Law Enforcement Agencies Data System (LEADS). LEADS contains
records of individuals identified as gang members by ISP and other law enforcement
and cri